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REQUEST FOR AUSTRALIAN SIGINT SUPPORT IN BORNEO
MEMORANDUM BY DIRECTOR DSD IN CONJUNGTION VITH DIREGTORS OF .
A MILITARY INTELLIGENCE AND SIGNALS, ' i
J 1. WEED FOR IMPROVED SIGINT GOVERAGE. '
IN THE LIGHT OF THE NEED FOR INPROVED [NTELLIGENCE OH THE
EXTERNAL AND INTERNAL THREATS TO'MALAYSIA THE AUSTRALIAN AND
BRITISH SIGNAL INTELLIGENCE (SIGINT) AUTHORITIES HAVE RECENTLY
REVIEWED THE ADEQUACY{OF THE RESOURCES JOINTLY DEPLOYED AGAINST
\SIGINT TARGETS CAPABLéfOF PROVIDING |NFORMATION WHIGH MIGHT ASSIST,

-

M.;‘—-'A._._.u._.,-

N PARTICULAR, IN THc\bEFcncc OF THE BORNEO STATES. THIS REVIEW _
ﬁas ESTABLISHED THAT : o
é@) ALTHOUGH BRITISH AhMY SIGINT INTERCEPTION UNITS NOW OPERATING
1y LABUAN AND KUCHING‘ARE PROVIDING VALUABLE INFORMATION, THEIR
cd?AC|TY HAS BEEN OVERTAKEN BY THE GROWTH OF INDONESIAN
COWMUN | CAT | ONS NETNORKS [N BORNEO, AND THERE 1S AN INCREASING
VOLUME OF MATERIAL OF HIGH INTELL IGENCE POTENTIAL WHICH CANNOT BE
COLLECTED. THIS DEFICI&NCY WILL BECOME MORE ACUTE AS THE:
INDSNESIAMS ESTABL I 5H RADIO LINKS wITH DETACHMENTS INSIDE MALAYS|AN
TERR{TORY AND IMPLEHENT THE PLANNED REINFORGEMENT OF KALIMANTAN, /
EXPLO tTATlON OF THESE [COMNUNICATIONS SHOULD PROVIDE _
ADDIT DAL lNTELLIGle& OF POSSIBLY CRITICAL IMPORTANCE TO THE
succes#»or SECURITY toncs OPERAT10NS, INCLUDING DETAILS OF:- \ d
(1) VOVEHENTS, AND LOCATlONb OF TWI AND +VOLUNTEER+ ELEMENTS,
Ul)ﬁtmmmx. f. ,
(111) 'BAFE AREAS, TARGETS, ~AWD-SREOTAGE-ARCTIVITIES, = sy
. 0w ‘ WILITARY ACTIVITIES, '
(V) IND&PESIA& REPQhTs OF MALAYSIAN, BRITISH AND AUSTRALIAN
ACTIRITIES IN HORNEC,
(B) THIS uerlqlcucv CANNOT BE MET BY INCREASED COLLECTION AT
OTHER INTERccAr SITES% WITH FEW EXCEPTIONS, THE REQUIRED TRANS-



_COMMANDERS IN THE FﬂEh

IH PARTICULAR, THE A. I F., THROUGH ITS LONG INVOLVEMLNT IN
'COMPARABLE WORK AT TNC SINGAPORE STATI0M, HAS SPECIAL CONPCTENCE

(B) THIS DEH(.ICNCY CANIIOT BE MET BY INGREASED COLLECTION AT Declassified by ASD - 09/11/2021
OTHER INTERCEPY SITES< WITH FEW EXCEPTIONS, THE REQUIRED TRANS- Information removed for national
) security and/or personal sensitivities

-\
M1SS10MS will BE AUDIBLE OHLY WITHIN BORNEO,
é) THERE IS A g&OUING NEED FOR TMPROVED TIMELINESS IV THE

PRODUCTION OF SIéﬁNT %ﬁon MATERIAL ALREADY INTERCEPTED IN

BORNEO, AND FOR MD E APID DISSEMINATION TO SECURITY rORCE
&D DELAYS ARE IMPOSED BY LACK OF: -
(I) EXCLUSIVE HléychPACITY SIGNAL LINKS BETWEEN THE HAIN
- SIGINT STAT/ONGIN SINGAPORE AND THE BORNEO SITES=
(1) EXPERT ANALYSD# AND REPORTING STAFFS. AT THE HORNéO
sTATIONS, ¢ ' ’ :
{D) BY REDEPLOYMENT FRO AND GERMANY, THE BRITISH
ARAY GAN PROV | DE ADDH%IO AL INTERCEPT [ON OPERATORS AND CERTAIN
SUPPORTING STAFF REQUIRED (I BORNEO. HOWEVER, THE BRITISH
SERVICES HAVE HAD LITTLE EKPERIENCE IN THE INTERCEPTION AND
ANALYSIS -OF |KDORESIA com\mcmons, AND HAVE NO PERSONNEL
ITH THE SKILLS REQUI"FD TO OOPE EFFECTIVELY WITH THE MORE ’ . . o
COMPLEX ASPECTS. THE ﬁUSTRkLIhN“SERVIDESvHAVE~HAD EXWCN&JVE

EXPERIFNCE AND- HAVE RECOME HIGHLY PROFICIENT (N THIS WORK- ' P JIRE

IN THE TASKS CURRENTLY INVOLVED [t BORNEO,
(E) THE S1NGAPORE STATION 1S ALREADY FULLY COMEITTED

ANY DEPLOYMENT OF AMF FROM THAT STATION
TO BORNEQ WOULD LEAVE VERY SERIOUS GAPS, AND IHF AUSTRALIAN ARMY

(F) REQUIREMENTS IN BORNEO CALL FOR THE PROVISION OF A
SELF=CONTAINED UNIT WIWH INTERCEPTION, ANALYSIS, REPORTING
COMMUNICATIONS AND SUPPORTING CAPABILITIES, SO ORGAMIZED: THAT IT
CAN OPERATE AT TWO HAIN STATIC SITCS AND CONDUCT LIMITED FIELD
RFCONNAIQANCE IHITIALLY A STRENGTH OF APPROXIMATELY 50‘

“ALL RAHKS 15 NEEDED, BUILDING uP 10 APPROXINATELY 63 AS rARGCT

OPPORTUNITIES AND OPFKATIONAL REQUIREMENTS DEVELOP

gn

g Q
II. MEANS PROPOSED TOQMEET BOIINEO REQUIREMENT,
Lo THE REQUIREMENT OUfLINED ABOVE CAN = IN PRACTICE - BE MrT ONLY ) >

BY THE DEPLOYMENT IN DORNEO OoF BOTH‘AUSTRALIAN AND ADDIIIONAL
BRITISH RESOUROES{‘AND BY BRITISH REINFORCEMENT OF SINGAPORE

; E-TO REPLAGE AUSTRALIAN& TRANSFERRED IO BORNEO. THE MEANS BY WHICH

THIS MIGHT BE ACHIEVLD HAVE BEEN AGREED I NFORMALLY - BETUEQN THE
AUSTRALIAN AND BRtIIoH ORGANISATIONS, AND ARE SET OUT IN: THE

- ATTACHED REQUEST NHICH’HAS NOW BEEN FORMALLY SUBMITTED BY THE

DIRECTOR OF THE (BRITISH) GOVERNMENT COMMUNIGAT IONS HEADQUARTFRS.

IN BRIEF, IT IS PROPOSED THAT 3=
@)) ADDITIONAL BRIﬁISH ARMY RESOURCES SHOULD BE TRANSFERRED
TO BORNEQ FROM GERMANW » TO REINFORCE THE EXISTINO



BRITISH UNIT IN LABUAN AND KUCHING, ;
(11) ADDITIONAL BRlTlSH CIVILIAN RESOURCES SHOULD BE TRANSFERRED

TO SINGAPORE FROM EunéPs.

| (111) THE AMF UNIT‘(201 SQUADRON) NOW INTEGRATED INTO “THE
SINGAPORE STATION SHOULD ASSUMF RESPONSIBILITY FOR THE OPERATIONAL
CONTROL OF SIGINT IN Bonneo, AND SHOULD PROVIDE SPECIALIST AMD
SUPPORT ING STAFF, EQUIPMENT AND. SERV'CES NOT AVAILABLE FROM
“BRITISH RESOURCES, THE, COMBINED RESOURCES WOULD THUS OPERATE O
AN INTEGRATED BASIS UUDER AMF DIRECT | OW,

3. FINAL DETAILS OF THﬁ PROPOSED RESPECT IVE MANPOWER AND"EQUIPHENT
CONTRIBUTIONS HAVE YE:ETO BE AGREED= IN OUTLINE, HOWEVERﬁ THE
EXISTING BRITISH UNIT IN BORNEO, WHICH HOW TOTALS 16
HEVBERS, WOULD BE REINFORCED AS SOON AS PRACTICABLE BY BOTH
BRITISH AND AUSTRALIAW RESOURCES TO & TOTAL OF APPROXIMATELY 50
AL RANKS, OF wHoH Anébr 28 WOULD BE AVMF. FURTHER RE(NFORCEMENT,
AS NECESSARY (SEE 1(F) ABOVE) WOULD BRING THE TOTAL STRENGTH T0
\BOUT 63, OF WHOM 32 WOULD BE AUSTRALIAN, THE AMF WOULD HEET
THE EQUIPHENT REQUIREJ%NTS OF ITS Cwli PERSONNEL AND Oé COMMON
SERVICES (E G, COH“UNlCATIONS) FOR THE UNIT AS A WHOLE, OTHER
GHARGES (E.G. FOR WORKS SERVICES) WOULD BE APPORTIONED IN
ACCORDANCE H|TH LSTAULIQHED PRINCIPLFS

4. TO PERMIT THE AMF STRENGTH IN BORNEO TO BE SUSTAINED HY ROTAT | ON
FROM SI1NGAPORE, AN ADDIT | ONAL 11 MEMBERS OF THE PARENT hAlN#AND

. UNIT (101 WIRELESS REGIMENT) WOULD WEED TO U TRANSFERRED FROM
AUSTRAL'A TO SINGAPORE[BORNEO THIS DETACHMFNT COULD BE MADE
‘WITHOUT SERIOUS DETRIQFNT TO THE TASKS UNDERTAKEN AT THE,

WMAINLAND STATION._ ﬁ ‘

qg. THE PROPOSED REDEPEQYMENT OF BRITISH.RESOURGES HOULD ENTAlL -
(A) IN. BORNEO/SINGAPO%E RE | NFORCEMENT BY APPROXIMATELY —

1 (1).8 BRITISH ARN% MEMBERS DRAWN FROM EUROPE (OF wuon 3

RE ALREADY UNDER TRALNING 1N SINGAPORE). ’

1(11) 12 BRITISH Angv MEMBERS W I THDRAVN

(B) IN SINGAPORE, REINFORCEMENT BY APPROXIMATELY 20 CIVILIANS FROM

\ E g' f
£FF&GT-0N~ﬁUSTRAL1AN SIGINT CAPABILITY, ;
7« CO TlNGENCY PLANS éhLATED TO SEATO WAR PLARNNING NOMIHATh

ACCEPTANCE OF
THE COMMHTMENT NOw PROfOSED I BORNEO WOULD SERIOUSLY LIMIT THE
ABILITY OF THE AMF TO'MEET A SEATO SITUATION. UNDER PRESENT
CONDITIONS, IT IS cowsIbERhn THAT BORNEG SHOULD HAVE PRIOQITY
COVER ANY P&pspecrnvs SEATO REQUIREHENT.
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8. DEPLOYMENT TO noanéb WOULD NOT, IN ITSELF, SIGNIFICANTLY
AFFECT AMF- A}wLITY Toﬁh&ET PROSPECT IVE REQUIREMENTS

e At

L
¥

v

(B) AS AGREED FROM TH“E Tb TINE BETWEEN DS AND THE AUSTRAL.IAN AND

CONSUMERS.

BRITISH ARMY Auruonrrges CGNCERNED T0 EXERCISE FULL LOCAL
CONTROL OVER A NOMINATED PROPORTION OF THE UNIT’S RESOURGES
FOR THE PRIME PURPOSE.%F PROVIDING (MMEDIATE SIGINT SUPPORT
TO SECURITY FORGE couNAnncns IN THE FIELD. ’

20

V. SECURITY.
10, PROTECTION OF INFORMAT 10N CONCERNING THE MISSION AND- OBJECTIVES OF
THE UNIT IS OF PARTICULAR IMPORTANCE.

" e o 3has

.\::-*r;.'_

MINIMAL RISKS MUST HO\‘EVER BE ACCEPTED IN BORNEO, AS ELSEWHERE
IF [MPORTANT OPERATIONAL NEEDS ARE TC BE HMET,
)11. THE CLANDESTINE INTRODUCTION TO AND EMPLOYMENT IN BORNEO OF A
BODY OF 20-38 AUSTRALI AN 8} GNALLERS 1S NOT CONSIDERED TO BE

PRACT ICABLE., PRECAUT!ONS WHICH IT IS HOWEVER CONS|DERED uHOULD -
5

BE TAKEN [NCLUDE:- ;
(A) THE DEPLOYMENT suoULD BE GIVEN NO PUBLICITY. AT THE FIRST
SUITABLE OPPORTUNITY,»HONEVER, SOME PUBLIC REFERENCE COULD BE

MADE TO THE NEED TO STATION IN BORNEG CERTAIN AMF ELEMENTS
SUPPORT NG THE ENGINE%R UNIT, I

(B) A COVER STORY SHouLD BE AGREED IN. ADVANCE BY THE AUSTRALIAN

AND BRITISH AUTHORITIES CONGERNED. THS MIGHT BE ALONG THE LINES
THAT AMF S1GNALLERS AgE ASSISTING BRITISH COMMUNICAT IONS,.UNITS

IN BORNEO TO MEET lnchAsgp MESSAGE LOADING RE&ULTINchRGM THE
PRESENCE OF.AUéTRALlAggENGINEERS IN BORNEU. NEGESSARY INSTRUCTIONS
SHOULD BE GIVEN VU’PERSONNEL INVOLVED IN OR CONCERNED WITH THE MOVE,
(G) THE MAIN MOVEHENT'TO BORMEQ SHOULD NOT BE MADE BEFORE THE
ARRIVAL THERE OF THE kﬁF ENGIHEER UNIT. A SHALL NuthR OF AMF
SPECIALISTS (NOT EXCEEDINC (SAY) 6 IN ALL) COULD HOWEVERYBE
ATTACHED TO THE EXlSTth BRITISH PARTIES AT AN EARLY STAGE.

(D) THE UNIT SHOULD uoRMALLY OPERATE FROM PROTECTED stTcS IN OR

Declassified by ASD - 09/11/2021
Information removed for national
security and/or personal sensitivities



Declassified by ASD - 09/11/2021

ADJACENT ‘TO ESTABLISHéD HEADQUARTERS AT LABUAN AND KUCHING s Information removed for national
DEPLOYMENT OF ANY PAng OF THE AMF RESOURCES TO BORDER AREAS SHOULD security and/or personal sensitivities
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OF DEFENCE, & :
% <
. TIMING, 3 a

12, THE NEED FOR' REINFDRCEMENT IS ALREADY URGENT, AND THE BRITISH
AUTHORITIES HAVE BE[H*ASKED TO EXPEDITE THEIR ARRANGEMENTS. IN THE
LIGHT OF 11(C): ABOVE,.?T IS ENVISAGED THAT UP TO SIX AMF MEWBERS
WiLL BE D[TACHED, PROQABLY TO' LABUAN, UPON APPROVAL OF THESE
PROPOSALS. A FURTHER HOVE, BRINGING THE DETAGHED AHF STRENGTH T0
ABOUT &8, WOULD BE MADT WITHIN A FEW DAYS OF THE ARRIVAL: IN BORNEO
OF THE ENGINEERS, BUI%Q UP TO THE EVENTUAL AMF TOTAL.OF 3% WOULD
FOLLOW, THEREAFTER, AS:DICTATED BY OPERATIONAL NEEDS FROK TIME
TO TIME. i
|

Vi1, CO-ORDINATION, ;

13, THIS MEMORANDUM uas BEEN CO-ORDINATED WITH THE AMF DIRECTORS OF NS

SIGNALS AND MILITARY JNTELLIGENCE, AND 1S ENDORSED BY THE
- dig(se). ﬁ
vItt, RECOMMENDATION.Q
§ a4, 17 s RECONMENDED’THAT THE REGUEST MADE IN THE ATTACHED
4 SIGNAL FROM DIRECTOR GCHQ SHOULD BE AGREED TO, AND THAT -

 AUSTRALIAN IMPLIMENTATMON SHOULD PROCEED IR ACCOhDANCE WfTH THE

W

ARRANGEMENTS OUTLINED /ABOVE. 3 _ ]
| 9004 % ' ' .
s ;
b
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