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5U392CT = LOHG S NzTWORKING ANU CRYPT PROCESSING OPERATIONS WITHIN

“

TAz FOLLOWLING® MRS sEcM CU=JRUDINATED 43Y ( CYSEX SUPPORT TcAM )
{1 TH C CRYPT PRUSGRAMMING 3UPPORT T=-AY ).

I Fukimek TO ThHE SLOMAL OF O71044Z JUN 85 RECEIVEDL FROM
WE ARZ COWTINUING TO REVIZIW POSSIBLE OPERATIONAL
ENYLIRONMAzNTS FOR CRYPT PROC=ZSSING PENDIMG THE INSTALLATION OF
MARSIA € CRAY X=#? ) .--.)<LV AN 19785 AT DB3D.

é THERE AxE A NUMGSER OF AZEAS RELATED TO 6CAW’S OPERATIONS 4AND FUTURE
PLAMS Od wHICH WE WOULL APPKEICIATS COMM:=NT, THESE INCLUDE

ALSO, GENFRAL OPczRATING
REGUIKEMENTS SUCH A5 MANPOWZR, OISK SPACE AND MACHINE PUWER ARE OF
TAPIRTANG &
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S¢ WE HAVE DRAWN UP LISTS OF QUERIES CONCERNING EACH OF THESE AREAS
AND HAVE ATTEMPTED TO DIRECT THEM TO THE RELEVANT BRANCH/GROUP.
ANSHWERS TO THESE WOULD 8t (OF GREAT HELP TO US IN PLANNING OF OUR
FUTURZ CRYPT PROCESSING. WE WOULD B% VEKRY GRATEFUL FOR FORMAL OR

INFUORMAL COMMENTS OX INOICATIONS OF CURRENT THOUGHT ON LISSUES AS YET

UNDZCLOEU. WE HAVE ALSO INCLUDED A BACKGROUND OF OUR OPERATIONS AT
THE START OF EACH SIGNAL. ‘ ' ”

4e PLCADc NOTE THAT QUESTIONS CONCERNING THEIR RESPECTIVE AREAS HAVE
BEEN DLRECTED TO s
S« BACKUROUND

Aa DUR CURRENT CRYPT PROCESSING AND RESLATED CRYPT DATA PROCESSING IS
SITEU UN A CYBEK 175 OUE TO 3E DECOMMISSIONED IN MID-1989. OUR

CRYPTANALYSLS wWlil SAIFT TO MARSIK (CRAY X-MP) AND WEZ ARE CONCERNED

AT Tdc LACK OF SULTASLE DATASASE MANAGEMENT FACILITIES UNDER
FOLKLORE TO REPLACZ QUR CURRENT CRYPT DATA STORAGE/RETRIZVAL
SO0FTWARE « WE HAVE BEZN REVIEWING THE
ALTERNAT LVES. AND THE IAPACT THE VARIOUS OPTIONS 4luL HAVE UPON
QUR PKOLSSSING ENVIRONMENT, ANALYST ENVIRONMENT AND NETWORKING
REQUIKEMENTS.

4. OUR CURRENT CRYPT PROCEISSING HAS AS ITS CORE INDEXED
SEJUENTLAL FILES BASED UPUN CY3ER RECORD MANAGER AOVANCED ACCESS
PACKAGE. THESE FILZS ARE UMDER THE CONTROL OF CRYPT ANALYSTS

SUITE OF PROGRAMS WHICH ALLOW DATA TO BE
STORED, RETKIEVED, UPDATED AND ARCHIVED, CORRUPTED FILES TO BE

REPALIREz0. AND FILe STATISTICS TO 3€ COLLECT:ZD. INTERACTIVE AND 3ATCH

ACCESS 1S PROVIDED. CAN RETRIEVE SINGLE OR GROUPS OF

HE5SAGES VIA SYM3OLIC KEYS AND/OR STRING SEARCHING COMMANDS.
FILES STORE CYPHER, WORKING MESSAGES, PLAIN AND

CRYPTOVARLABLES. THE ANALYST ENVIRONMENT, ANALYTIC PROGRAMS AND
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AUTOMATIC DATA PROCESSING RELY HEAVILY UPON THIS CENTRALS
ACCESSIBLE AND MANAGEABLE DATA STURAGE MECHANISM.

IN THE LONG TﬁRM W WOULU PREZFZR TO USE A COMMERCIAL DATABASE
PRUDUCT WITH LOGGING, COMPARTMENTATION. AUDXIT TRAILS ETCs SUCH AS
IOMS ON- LBM OR IM/DM ON CYBER., HOWEVER, THEZ DATABASE IS ONLY |
ONE ELEMGNT OF THE LARGER PROBLEM OF ENSURING A SUITABLE ANALYST
ENVIRONMENT AND INCREASING OUR AUTOMATIC CRYPT DATA PROCESSING

- CAPASILITI=S. OUR CURRENT AUTOMATIC CRYPT PROCESSING HANOLES ONLY

AALF OF OUK TRAFFIC.

AS OF EARLY MEXT YEAR WE wILL HAVE THE FOLLOWING EQUIPMENT -

T« CRAY X=MP RUNNING FOLKLOK:Z.

4..13m 3053 ( UPLRADE OUE 1989 ).

54 CuC 175 WITH NOS/oE OPERMTIMNG SYSTEM { OECOMMISSION DUE 1989 ).

WE ARE LUNblOERINu THE FOLLOWING OPTIONS IN RECATION TO CRYPT
ACTIVITIES =

lo CONVERT WLL CRYPT RELATZD WORK TO MARSIK.
WAILE THLS OPTION ALLOW> CENTRALIZATLON OF THE OATA, PROGRAMS
ANO USEKS WE BELLEVE UTILITIES AND
FOLKLORE DATA BASE WOULD ALvL 8E INAOEQUATE AS REPLACEMENTS FOR
OUR CURKENT UATA STORAGZ MECHANISMS.

2 CUNVERT OUR CRYPT DATAoASZ AND DATA PROCESSING TO CUR IBMa
IN THLS AREA WE HAV: SEEN REVIEWING
ALSO THe POSSIBILITY OF WRITING

3« CONTIWUZ WITH QUR CRYPT DATABASE ON A SMALLER FRONT=-END CYBER

LoNG TERM,
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THIS OPTIUN WOULD ALLOW INTZGRATION OF THE CRAY WITHIN OUR
CURKENT OPERATIONAL ENVIRONMENT, PLUS THE ABILITY TO RE-ACTIVATE
CURRENTLY LNACTIVE CRYPT SYSTcEMS = HOWEVER, THE SUPPORT
OF AN ADDITIONAL MAINFRAME IN THE LONG TERM HAS DISADVANTAGES.
ALSU NETWORKING.ISSUES NEED TO BE RESOLVED,. A





