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NEW DSD ANALYSIS COMPUTER - APPROVAL TO PROCEED TO CONTRACT

1. The National and International Security Committee of Cabinet (NISC) gave
project approval in July 1984 for a new cryptanalysis (code-breaking) computer for
Defence Signals Directorate (DSD). This submission seeks:

a. an increase in project approval to $A13.397m from $A12.950m
arising solely from exchange rate variations between June 1984
and January 1985, and to increase approval to incur additional
expenditure accordingly; and

b. approval to proceed to contract through the Department of Local
Government and Administrative Services with Cray Research
Incorporated for computer equipment and support services.

Previous Consideration

2. Because of the highly classified nature of the requirement and its cost, the
proposal was referred to the NISC for approval. Cabinet Submission 958 refers. At
its meeting of 27 July 1984 the NISC agreed that a computer system based on a Cray
Research Incorporated processor be acquired for DSD at an estimated cost of
$A12.950m ($A11.050m equipment, $A1.900m facilities, April 84 prices, June 84
exchange rate). The full terms of the NISC's agreement are given in Annex A.

3. Subsequently, approval to incur expenditure for the equipment, at a cost of
$A11.050m was agreed by the Minister for Defence on 13 August 1984.

Consideration

4. Because the need for software compatibility with DSD's Sigint partners and the
necessary computational power could only be satisfied by a computer acquired from
Cray Research Incorporated, Cabinet agreed to limit the source of supply for the
prime equipment to that company. A request for quotation was subsequently released
by the then Department of Administrative Services to Cray Research on 12 September
1984 and a response was received in October 1984. The prime equipment is now
estimated to cost $A11.242m with specialised peripheral equipment to be purchased
through FMS at an estimated cost of $A0.255m.
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S. In November 1984 representatives of DSD and the Department of Local
Government and Administrative Services, visited Sigint agencies in the UK, US and
Canada, and Cray Research offices in the UK and US to assess the terms and
conditions being offered by the company.

6. It has been concluded that the Commonwealth is not, in this instance, being
disadvantaged by the sole source procurement process and, that the terms and
conditions are at least as favourable as those obtained by the UK, US and Canadian

Sigint agencies.

% The Cabinet Submission foreshadowed difficulties in meeting the Government's
offset policy although there was planned to be substantial Australian participation in
support arrangements. The Government's offset requirements were included in the
request for quotation and have been pursued with the Company.

8. Cray Research is a relatively small company whose only product is "super-
computer" equipment which employs highly specialized technology, the production
volume of which is low (systems delivered since the company's inception in 1974
number about 70). Offset possibilities pursued with the company included sourcing of
components in Australia, participation in equipment assembly and software research
and development. However, it has not been possible to identify any economic and
technically reasonable offset opportunities.

9. On the other hand, the planned substantial Australian involvement in support
has been successfully established. These arrangements, which are to be supplemented
partly through the prime contract and partly through the subsequent maintenance
contracts, will provide considerable technology transfer to, and work content in,
Australia. Cray Research will establish a subsidiary company in Australia which will:

a. require an expehditure of an estimated $A1.8m over five years
and will employ about seven Australians,

b. provide on-site maintenance to component level and require an
investment of approximately $A1.2m, and

c. involve extensive technology transfer in the form of both
documentation and staff training of Australian employees.

In addition the software to be obtained by DSD from other Sigint Agencies represents
a valuable transfer of technology to Defence.

10. Because the offset requirements have not been met, it is proposed that the
Prime Minister and the Minister for Industry, Technology and Commerce be informed
of the intended purchase arrangements. Letters for this purpose are attached.

11. In all other major respects the contract arrangements proposed with Cray
Research are in accordance with the requirements of the request for quotation, and
satisfy normal contractual requirements of Government. Subject to your approval it
is expected that a contract could be let in March 1985 and the equipment installed

and accepted by April 1986.
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Publicity

12. The NISC noted in its consideration of the Cabinet Submission that minimal
publicity was proposed and that the Minister for Defence would release, at an
appropriate time, a statement. It is assessed that it is impractical to keep knowledge
of the aecquisition of such a computer secret.

13. The proposed brief public statement is intended primarily to forestall press
speculation and comment. It declares that the computer will be used 'for tasks
associated with national intelligence'.

14. Since DSD and JIO are the only intelligence agencies in Defence, it is expected
that reference to intelligence will quickly link the statement to DSD, and any
significant press speculation of this kind could encourage countries that perceive
themselves to be targets to improve their communications security. However, if the
intelligence link is declared, it is judged that we could adopt the established principle
of neither confirming nor denying speculation without the same pressure for further
disclosure.

15.

Resource Aspects

16. Obligation and expenditure authority is available to meet requirements in 1984-
85. Subsequent expenditure in 1985-86 and 1986-87 will be provided from within funds
available to Defence in those years.

Consultation

17. The proposal is endorsed by DEPSEC B and CCP. Resource aspects have been
agreed by FASPB. DPI agrees with the proposed public statement. Department of
Local Government and Administrative Services has advised satisfactory contractual
arrangements can be made.

Recommendation

18. It is recommended that you:

a.  agree to increase project approval by $A0.447m to $A13.397m and approve
additional expenditure of $A0.447m on the equipment component accord-

ingly;

b. agree with proceeding to contract with Cray Research at an equipment cost
of $A11.242m;
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e agree to exempt Cray Research from having to meet the normal

Government offsets requirements noting the significant Australian involve-
ment in support arrangements, and the substantial technology transfer, and
sign the attached letters to the Prime Minister, and the Minister for
Industry, Technology and Commerce; and

d. agree to the release of the attached public statement.

T.W.S. J
Director

Annexes: A. Terms of NISC Decision on New Analysis Computer for DSD

B. Proposed Public Statement

Enclosures: Letter to the Prime Minister

Letter to the Ministry for Industry, Technology and Commerce
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ANNEX A

TERMS OF NISC DECISION ON
NEW ANALYSIS COMPUTER FOR DSD

The Committee has agreed that:

(a) a computer system based on a Cray Research Inc processor be acquired
and installed at Defence's Defence Signals Directorate at an
estimated cost of $12.95 million (April 1984 prices, June 1984
exchange rate);

(b) on the grounds of national security and systems compatability, the
source of supply of the prime equipment in sub-paragraph (a) above be
restricted to Cray Research Inc and its associated support to the
original suppliers of such items;

(c) in the event that the cost of the associated capital works increases
to an amount in excess of $2.0 million, on the grounds of national
security, it be recommended to the Governor-General in Council that
the works not be referred to the Parliamentary Standing Committee on
Public Works; and

(d) the proposal be exempt from reference to the Parliament Committee on
PubTlic Accounts.

25 It also noted that minimal publicity is proposed and that the Minister for
Defence will release, at an appropriate time, a statement.
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ANNEX B

PROPOSED PUBLIC STATEMENT

The Government has approved the acquisition of a computer system from Cray
Research Incorporated (U.S.) subject to the conclusion of satisfactory contractual
arrangements by the Departments of Local Government and Administrative Services,
and Defence. It will replace an existing outdated computer used by Department of
Defence for tasks associated with national intelligence. There will be a substantial
degree of technology transfer to Australia, and its support will largely employ
Australian resources. The Government's choice of the supplier, made after very
careful consideration of all the issues involved, was determined by the specialized

requirements.





